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Using Wireshark to view/capture ethernet data

Tools Needed:

- PC with Wireshark installed (www.wireshark.org)

- An Ethernet hub or a managed switch with “Port mirroring” capability

Wireshark installation is fairly straight forward, but the full installation instructions can be found online
at Wireshark User’s Guide. Be sure to install the WinPcap when it prompts you to. This is necessary to
be able to capture the data.

It is important to note that using either hubs or managed switches with port mirroring will affect the
network timing. Port mirroring will affect the relative packet timing, so you will also not be able to trust
the timing that you see in Wireshark for the packets coming from the port mirror. The switch will
typically queue up several mirrored packets before sending them out of the port to Wireshark. Using a
hub will force the devices to half duplex which will significantly affect the timing to all devices connected
to the hub. Wireshark captures should only be used for logical flow analysis and packet coherency.

They should not be used to troubleshoot network timing issues. More complicated methods will have to
be employed for this, such as using network taps or a PC with bridged network interfaces and using
special software.

Also note that if you are capturing data coming from or to the PC that is running Wireshark, you would
not need a hub or special switch since the PC can already see the ethernet traffic. This is useful if testing
Modbus and using Modbus simulator tools such as Modbus Poll and Modbus Slave. If you are capturing
DirectSoft data, Lookout Direct or Kepware data, then you shouldn’t need a special switch or hub.

An ethernet hub sends all traffic to all ports so no configuration is needed for hubs. With most managed
switches, setting up port mirroring is fairly simple. All you are doing is telling the switch to take data
coming from one port and to send it out another port (the ‘monitoring’ port that your PC running
Wireshark is connected to). The examples shown below are how you would accomplish this with our
Stride Managed switches and our WAGO Lean Managed switches, respectively. In the example below,
you would plug the PC running Wireshark into Port 1 (the Monitor port) and then you would be able to
see all of the traffic that is going in and out of Port 4. Multiple ports could be enabled to be monitored,
if the switch allows for multiple ports to be configured to mirror.
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Technical Assistance: If you have questions regarding this Application Note, please contact Technical
Support for further assistance.
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Instructions:

Start Wireshark:

,‘ The Wireshark Network Analyzer

= O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Adm 1@ ®E ] =f 252 aaafH
|ﬂ ‘ Apply a display filter ... <Ctrl-/> * | '] +
Welcome to Wireshark
Capture
.using this filter: | |E|1IE| a capture filter ... 'I All interfaces shown™
Ethernet Mmoo
| iEthernet 2 e A |
Adapter for loopback traffic capture [ I T
Wi-Fi
Local Area Connection* 2
Local Area Connection™ 1
Ethernet 4
@ Event Tracing for Windows (ETW) reader
Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists - SharkFest . Wireshark Discord - Donate
You are running Wireshark 4.4.8 (v4.4.8-0-g0d28%c003bfb). You receive automatic updates,
# Ready to load or capture No Packets Profile: Default

When starting Wireshark, you will need to select the network adapter, as shown above, that contains
the traffic that you are trying to monitor.

Technical Assistance: If you have questions regarding this Application Note, please contact Technical
Support for further assistance.
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Click Capture, then select Options:

M The Wireshark Network Analyzer
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

d = ® @ Options... Ctrl+K =& e 8 ¥H
Apply a display filter ... i Start Ctri+E
M Stop Ctrl+E
Restart Ctrl+R

Capture Filters...
Refresh Interfaces F5

.using this filter: | |Enter a capture filter...
Ethernet | S s
iEthernet 2 T

Adapter for loopback traffic capture [ ——
Local Area Connection™ 2
Local Area Connection™ 1
Wi-Fi
Ethernet 4
® Event Tracing for Windows (ETW) reader

This will bring up the Options screen with 3 tabs:

e Input
e Qutput
e Options

Technical Assistance: If you have questions regarding this Application Note, please contact Technical
Support for further assistance.
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Input Tab

The input tab is where you select the interface or adapter where the data is coming from. Enable
promiscuous mode. Capture filters can be useful when doing long captures. You can select a specific IP
address you care about by typing “host 192.168.1.30” and it will only save the data for those devices.
Using capture filters can save tremendously on file size.

M Wireshark - Capture Opticns = a X

Input  Output  Options

Interface Traffic Link-layer Header Promisc Snaplen (B) Buffer (MBE) Monitor Capture Filter

Local Area Connection™ 10 Ethernet a default 2 —
Local Area Connection™ 9 Ethernet a default 2 —
Local Area Connection™ 8 Ethernet a default 2 —
» Bluetooth Metwork Connection Ethernet a default 2 —
» Wi-Fi »N‘V'k e Ethernet a default 2 —
» Local Area Connection™ 2 Ethernet a default 2 —
» Local Area Connection™ 1 Ethernet a default 2 —
» ‘ iEthernet [NTATIIYN Ethernet [-] default 2 —
> Adapter for loopback traffic capture A [ B5D loopback a default 2 —
@ Event Tracing for Windows (ETW) reader DLT_ETW — default — —

B Enable promiscucus mode on all interfaces Enable moniter mode on all 802,11 interfaces Manage Interfaces...

Capture filter for selected interfaces: | |EntE| a capture filter ... '] Compile EPFs

Close Help
Output Tab

The output tab is where you select a location for the capture file to be saved. Select pcap as the file
format.

Wireshark - Capture Options = ] X
4 P Pt

Input Qutput Options

Capture to a permanent file

File: C:\Users\Test\Documents\Wireshark_Test Browse...

Output format: O peapng @ peap

[ Create a new file automatically...

after 100000 T packets
after 1 T kilobytes
after 1 > seconds
when time is a multiple of 1 +  hour
compression File infix pattern
Mone YYYYrmmDDHHMMSS_NMNNN
gzip NNMNN_YYYYmmDDHHMMSS

[ Usearing bufferwith 2 ] files

Start Close Help

Technical Assistance: If you have questions regarding this Application Note, please contact Technical

Support for further assistance.
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Options Tab

The options tab is where most of the options are. For most Wireshark captures, the following options
will be sufficient.

M Wireshark . Capture Options
Input  Output  Options

Display Options Mame Resolution
] Update list of packets in real-time B Resolve MAC addresses
] Automatically scroll during live capture [ Resolve network names

) Show capture information during live capture B Resolve transport names

Stop capture automatically after..,

O T packets

1 files

1 T kilobytes -~
1 o

seconds v

Directory for temporary files

Ch\Users\Test\AppDat... Browse...

Start Close Help

You can then click Start when you are ready to start the capture.

Technical Assistance: If you have questions regarding this Application Note, please contact Technical
Support for further assistance.
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As Wireshark is capturing data, you will see the packets scrolling up the screen. Once Wireshark has run
long enough for you to capture the event you are needing, you can stop the Capture by clicking on the
red square icon. The file will automatically be saved in the location specified in the output tab.

A Capturing from Ethernet 2 a X
File Edit View Go Capture Analyze Statistics Telephony Wirdless Tools Help
wge REQe=2=EFLI = QQaHH
(W] apply 2 display filter .. <Ctrl-/> -]+
No, Time Source Destination protocol Lengtl Info
205 15.310418  10.20.38.59 104.19.147.8 Tcp 55 61262 - 443 [ACK] Seq-1 Ack=L Win=1022 Len=1
206 15.328047  104.19.147.8 10.20.38.59 Tcp 66 443 > 61262 [ACK] Seq=1 Ack=2 Win=16 Len-B SLE=L SRE=2
207 15.341559  10.20.38.59 34.102.249.210 Tcp 55 61264 » 443 [ACK] Seq=1 Ack=1 Win=1023 Len=1
208 15.348574  34.102.249.210 10.20.35.59 Tcp 66 443 > 61264 [ACK] Seq-1 Ack=2 Win=1031 Len=0 SLE=1 SRE-2
209 15399342 54.149.190.177 16.20.35.59 Tcp 66 443 > 60815 [ACK] Seq=38251 Ack=1799 Win=806 Len=a
210 15.420124  10.20.35.59 136.146.21.161 Tcp 55 60877 ~ 483 [ACK] Seq-1 Ack=L Win=1021 Len=1
211 15.044980  54.149.190.177 10.20.35.59 TLSv1.2 742 Application Data
212 15.424950  54.149.190.177 10.20.35.59 TLSVi.2 92 Application Data
213 15.445035  10.20.38.59 54.149.190.177 TP 54 60815 » 443 [ACK] Seq=1799 Ack=38377 Win=1022 Len=
212 15.452496  136.146.21.161 10.20.35.59 Tcp 60 443 > 60577 [ACK] Seq-1 Ack=2 Win=3124 Len=0
21515797673 10.20.33.59 155.226.128.159 Tcp 55 68879 443 [ACK] Seq=1 Ack=l Win=1024 Len=1
216 15.574301  155.226.128.159 10.20.35.59 Tcp 66 443 > 60579 [ACK] Seq-1 Ack=2 Win=458 Len=p SLE=1 SRE=2
217 15.987898  10.20.38.59 54.149.190.177 TLSV1.2 164 Application Data
215 16.056478  54.149.190.177 10.20.38.59 Tcp 66 443 > 60815 [ACK] Seq-38977 Ack=1909 Win-806 Len-g
210 16.867393  54.149.190.177 10.20.38.59 TLSV1.2 737 Application Data
220 16.067464  54.149.190.177 10.20.38.59 TLSv1.2 92 Application Data
221 16.867600  10.20.38.59 54.149.190.177 Tcp 54 60815 - 443 [ACK] Seq-1909 Ack=30698 Win-1025 Len=3
222 16.074662  10.20.38.59 54.149.190.177 TLSv1.2 203 Application Data
223 16.078266  52.112.34.157 10.20.38.59 TLSVL.2 1287 Application Data
226 16.079327  10.20.38.59 52.112.54.187 TLSV1.2 315 Application Data
225 16.079454  10.20.35.59 52.112.34.187 TLSV1.2 105 Application Data
226 16.108457  52.112.34.187 10.20.35.59 TP 66 443 > 60062 [ACK] Seq=1274 Ack=364 Win=16384 Len=o
227 16.109653  52.112.34.157 10.20.35.59 TLSV1.2 94 Application Data
225 16.155061  10.20.38.59 52.112.84.187 Tcp 54 60062 - 443 [ACK] Seq=364 Ack=1314 Win=1020 Len=0 |
220 16.186592  54.149.190.177 10.20.35.59 Tcp 60 443 > 60515 [ACK] Seq-39695 Ack=2858 Win-306 Len=0
> Frame 1: 162 bytes on wire (1456 bits), 182 bytes captured (1456 bits) on interface \Device\NPF_{5D33A7D9-EEAC-489E-BC11-EB167C834A37 G2 50 41 00 00 02 62 50 41 00 00 01 08 60 45 @  PA- P A - E
> Ethermet II, Src: 02:50:41:00:00:01 (02:50:41:00:00:01), Dst: 02:50:41:00:00:02 (92:50:41:00:00:02) 9 28 cd Bc 40 00 80 85 =0 20 ba 14 26 3b b &2 5
> Internet Protocol Version 4, Src: 10.20.38.59, Dst: 155.226.128.241 ;g ;; : ij g; ;s j;’ ‘;; ;; ;; iz :; ;’: :; z: ;: . G 3% s s
> Transmission Control Protocol, Src Port: 60811, Dst Port: 443, Seq: 1, Ack: 1, Len: 128 el NN nannneR
> Transport Layer Security 5 dl e4 dc 7b Tb sb of 34 4b 38 c 14 27 2b 2 k- s /e
75 €2 71 T4 dd ba 28 7e e bS af be 4 65 1246 U (v N oooEF
ba bl c6 c1 07 dl 77 2= ca 45 b3 63 338 7b 82 <b w e {
659 1a be 18 d4 ca @7 60 0acb 29 e@ 67 ba 26 ¥ S)E
5c @ 582 b5 0552 bd 2d o8 1b a9 1b 89 b7 bb  \- R -
6 86 =a 17 32 24 83 bo 4F 16 69 ec 52 22 04 5 0iR
65 11 19 aa ef 14 e
© 7 Ethemet 2 <live capture in progress> Packets: 229 Profile: Default

Note: The required duration of a Wireshark capture will vary from case to case. The capture
session needs to last as long as required to capture the issue that you are interested in.
Stopping the capture shortly after the event occurs will keep the file size smaller.

Technical Assistance: If you have questions regarding this Application Note, please contact Technical
Support for further assistance.
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