N\ 4 APPLICATION NOTE

Fﬁ H THIS INFORMATION PROVIDED BY AUTOMATIONDIRECT.COM TECHNICAL

& SUPPORT IS PROVIDED "AS I1S" WITHOUT A GUARANTEE OF ANY KIND.

These documents are provided by our technical support department to assist others. We do
V not guarantee that the data is suitable for your particular application, nor do we assume any

responsibility for them in your application.

Product Family:  N/A Number: AN-MISC-033
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Tools Needed:
- PC with Wireshark installed (www.wireshark.org)
- An Ethernet hub or a managed switch with “Port mirroring” capability

Wireshark installation is pretty straight forward. Be sure to install the WinPcap when it prompts
you to. This is necessary to be able to capture the data.

Ethernet hubs are very difficult to find but they are by far the easiest to setup for a capture. You
can still buy Netgear DS108 hubs occasionally but you have to search pretty extensively for
them. Beware of switches that say they are hubs. The only way you will be able to tell is by trial
and error in trying to capture data that you know for sure is present on a different port than your
PC.

It is important to note that using both hubs and managed switches with port mirroring will affect
the network timing. Port mirroring will affect the relative packet timing. You will also not be
able to trust the timing that you see in Wireshark for the packets coming from the port mirror.
The switch will typically queue up several mirrored packets before sending them out the port to
Wireshark. Using a hub will force the devices to half duplex which will significantly affect the
timing to all devices connected to the hub. The methods above should only be used for logical
flow analysis and packet coherency. They should not be used to troubleshoot network timing
issues. More complicated methods will have to be employed for this (using network taps or a PC
with bridged network interfaces and using special software).

Also note that if you are capturing data coming from or to the PC that is running Wireshark, no
hub or special switch is needed. This can be useful if testing Modbus and using the Modbus
simulator tools (Modbus Poll and Modbus Slave). If you are capturing DirectSoft data, Lookout
Direct or Kepware stuff, you shouldn’t need a special switch or hub.
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Shared Media

Hub

— ] — ]

Host A Host B

100 MBit/s half duplex
== max. L00MBit/s traffic!

max. 100MBit/s
capture traffic
for both directions!

Example of a hub setup.

Switched Media (with monitor port)

Switch

o o

‘O‘T‘O’: : 111
Host A i l i Host B

Example of a port mirror setup.
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Machine-in-the-middle

Switch

[I11] o0 [I11]

£ Pl —
Host A i Host B

100 MBit/s full duplex
== max, 2*100MBit/s traffic!

max. 2*100MBit/s
capture traffic
for both directions!

Example of using a PC with 2 network interfaces.

Switched Media (with TAP)

Switch

M EeEEE M

—_ H H H
Host A R Host B

TAP
100 MBitfs full duplex
—> max, 2*100MBit/s traffic! |

max. 2¥1 00MBit/s
capture traffic
for both directions!

Example of using a Network Tap (note that a Tap has 2 outputs which equates to difficulty of use

with Wireshark).
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Setting up port mirroring on a managed switch is pretty simple with most switches. Basically, all
you are doing is tell the switch to take data coming from 1 port and to send it out another port
(the port that your PC running Wireshark is connected to). The example shown below is how
you would accomplish this with our Stride Managed switches. In the example below, you would
plug the PC running Wireshark into Port 1 (the Monitor port) and you would be able to see all of
the traffic that is going in and out of Port 4. Multiple ports could be enabled to monitor.

PORT MIRRORING

Perform advanced diagnostics by using port mirroring to copy messages from one or More source pors to a
monitor port connected to a network analysis software

brought to you by :
+AUTOMATIONDIRECT! Monitar port

Port Name Data to Monitor
1 port_t
port_2
port_3
port_4
port_5
port_s
port_7
port8

m o~ ;o B oW M
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Instructions:

Start Wireshark session:

, ,
@ ol

File Edit View Go Capture Analyze Statistics Telephony Tools Help
PFeoeww o e T L IBE acan $08 % O

Filter: | | v Expression.. Clear Apply

The World's Most Popular Network Protocol Analyzer

L CGptue _______§ ________________ Flls_________________§ ______ Onlne |

Interface List = Open o Website
¥ Live fit of the capture interfaces [counts incarming packets) Open = previously captured file Wisit the project’s website
Start capture on interface: Open Recent: @ User's Guide
E Intel(R) 82578 DM Gigabit Network Connection Z\temph\StrideManagedSwitches\ModbusCapl3August.peap (65 KB) The User's Guide fiocal version, i installed)
ﬁ Capture Options @ Security
Start 3 capture with detsiled options

Work with Wireshark as securely 25 possible:

Sample Captures

Capture Help @ A rich assortment of example capture files on the wiki

@ How to Capture

Step by step to 3 successful capture setup

@ Network Media

Speciic information for captusing on- Ethermet, WLAN, _

(O Ready to load or capture | No Packets | Profile: Default
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Click on Capture and Options:

P
Wireshark: Capture Cptions = | =l

Capture

O S B | o \Device\pF (22033C54-CoAB-4506-sE87-056D2482C159 | )|
IP address: fedl:dde3:4897:e5f2:f742, 172.30.52.102

Link-layer header type: | Ethernet IZI W reless Settings

[¥] Capture packets in promiscuous mode Remate Settings

[] Capture packets in pcap-ng format (experimental)

; . Buffer size: |1 : megabyte(s)
[T] Limit each packetto |1 bytes gabyt
Capture Filter =
| (G B
Capture File(s] Display Opticns
File: |Erowse... [¥] Updatelist of packets in real time

[7] Use multiole files B
[¥] Automatic scrolling in live capture

Mesxt file every 1 -1 | megabyte(s)
Next file every 1 +| | minute(s) [¥] Hide capture info dialcg
Ring buffer with |2 files
, -MName Resolution
Stop capture after |1 file(s|

= )
S TOD A | [¥] Enable MAC name resolution

[T ... after 1 packet(s [7] Crable network name resolution

[T ... after i - |megabyte(s)

o il & i

7] . after 1 et |¥| Enable transport name resolution
| Llelp | [ Start ‘ | Cancel

&

There are several important selections in this dialog box.

Interface: On many PCs, there are multiple Network cards. You will need to select the
network card that is physically connected to the hub or port mirror output port. The
easiest way to figure out which interface to use is simple trial and error. Pick one, start
the capture and look for data. If you don’t see it, stop the capture, pick a different
interface and try again until you see the data you are expecting. You can also choose
Capture>Interfaces to quickly choose the interface you want capture data on. In that
dialog box, it shows the traffic that is currently being seen by the interfaces. This may
help in determining which interface you want to capture.

Buffer size: If you are expecting a long capture, increase the buffer size to a sufficiently
large number. If you increase the number to too large a value it will bog down your PC.
Capture packets in promiscuous mode: Leave this on

Limit each packet: It’s best to leave this off.

Capture Filter: This is good to use when doing long captures. You can select the IP
addresses of the devices you care about and it will only save the data for those devices
and you can save tremendously on file size.

Display options: This is completely based on personal preference. If you are looking for
specific events that are occurring frequently, turn all these on and you can see the traffic
as it is being captured.
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- Name Resolution: Leave as set above.
- Capture Files: This is used for very long captures. You can set it up to capture to
multiple files to keep the file size smaller.
- Stop Capture: You can use this to automatically stop the capture based on file size,
packet count or time.

The dialog below shows a quick way of choosing the Interface to capture on if you do not need
the more advanced selections of the Capture>Options window.

' B
¥l Wireshark: Capture Interfaces l:-":' | of x|
Description P Packets Peckets/s Stop
f;‘,E! InteliR) 8257EDM Gigabit Metwork Cornection fefl:dde3:4897::6f2f742 170 14 |§tzrt |thior15

Llela | Clase

o 4

You can also click on the Details button in the Wireshark Capture Interfaces dialog to cross
reference with the Network Interface properties.

Once you have made all the correct selections, hit the Start button and Wireshark will start
capturing data.
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iModnusCapliﬁwgm-pcap-Mm'k- : ‘ B

File Edit View Go Capture Analyze Sratistics Terephon! Tools Help

Beoee PEREE Ae»aTE EE QAR @#2M% 8

Filter: = Expression.. Clear Apply

MNo. Time Source Destination Protocol Info &
10 4.058062 10.11.0.101 10.11.0.85 Mudbus 2 guery [ 1 pki(s)]: Lrdns:  3932; unii: 1, Func: 3: Read muliiple rey=)
11 4.058624  10.11.0.85 10.11.0.101 TCP asa-appl-proto > deskshare [ACK] Seq=30 Ack=2Z5 win=8180 Len=0
12 4.055766 10.11.0. 85 10.11.0.101 Modbus,;response [ 1 pkt(s)]: trans: 5932; unit: 1, func: 3: Read multiple reg
13 4. 001262 Modbus / query [ 1 pkt{s)]: trans: 50833; umit: 1, func: 3: read multiple reg
14 4,091962  10.11.0.85 10.11.0.101 TCP asa-appl-proto > deskshare [ACK] Seq=59 Ack=37 Win=8180 Len=0
15 4.093101 10.11.0. 85 10.11.0.101 Mudbus/respunse [ 1 pkL(s)]: Lrdns:  5933; umil: 1, Tunc: 3: Read mulLiple rey
16 4,113729 10.11.0.101 10.11.0.85 Modbus ; query [ 1 pkt(s)]: trans: 5934; unit: 1, func: 3: read multiple reg
17 4,114374  10.11.0.85 10.11.0.101 TCP asa-appl-proto > deskshare [ACK] Seq=88 Ack=49 win=8180 Len=0
18 4.115526 10.11.0. 85 10.11.0.101 Modbus,;response [ 1 pkt(s)]: trans: 59034; unit: 1, func: 3: pead multiple reg
19 4.14€933 10.11.0:10L 10.11.0.85 Modbus ¢ query [ 1 pkt(s)]: trans: 5935; unit: 1, func: 3: Read multiple reg
20 4.147489 10.11.0.85 10.11.0.101 1P asa-appl-proto > deskshare [ALK] 5eQ=117 AcCk=61 Win=8180 Len=0
21 4.148631 10.11.0. 85 10-.11.0.101 Modbus;response [ 1 pkt(s)]: trans: 5935; unit: 1, func: 3: read multiple reg
22 4,180136 10.11.0.101 10.11.0.85 Modbus ¢ query [ 1 pkt(s)]: trans: 5936; unit: 1, func: 3: read multiple reg
23 4,1BCB1E 10.11.0.85 10.11.0.101 TCP asa-appl-proto > deskshare [Ack] Seg-116 Ack-72 win-8180 Len—D :

4 m | »

@ Frame 13: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
m Cthernet II, src: AsustcokcC_e0:7d:d7 (00:1a:92:¢0:7d:d7), Dst: HostCngi_90:00:cc (00:¢0:62:90:00:cc)
® Internet Protocol, Src: 10.11.0.101 (10.11.0.101), Dst: 10.11.0.85 (10.11.0.85)
@ Transmission Control Protocol, Src Port: deskshare (1/02), DSt Port: asa-app -proto (502), Seq: 25, Ack: 59, Len: 12
= Modbus /TCP
transaction identifier: 3933
protocol ident-fier: 0
length: 6
unit identitier: 1
= Modbus
function 3: Read multiple registers
reference number: 0
word count: 10

==

00 eD 52 90 Q0 ec 00 1a 92 el 7d d7 08 00 45 00
0D 34 T2 2c 40 00 80 06 f3 c7 Oa 0b 00 65 Da b

00 55 06 a6 0L o6 ff Oc cc 73 00 9 84 bc 50 18
T €5 29 19 00 00 17 2d 00D 00 00 06 01 03 00 0O
0040 [fssF

@ | Frame (framc), 66 bytes | Packets: 7832 Disglayed: 782 Marked: 0 Load timz: 0:00.040 ' {le Defeult

There are 3 panes that contain the packet data. The top pane contains the network Packet List. It
contains a list of all the packets going back and forth between the different devices (depending
upon whether you are using a hub, port mirroring on managed switch and filter settings). The
middle pane is the Packet Details view that interprets the data bytes and displays them in a more
easily read fashion. The bottom pane is the Packet Bytes view shown in hex format.

There is also a Display Filter option that can be used to remove some of the “chatter’ that you see
in the Packet List pane but still have the data available to view if needed by clearing out the
display filter. Here is an example of a display filter to show all of the packets that were sourced
from a specific IP address. To view the different syntax and filter options available, click on the
Expression button to the right of the Display filter line.
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P
il ModbusCapl3August.pcap - Wirzshark

=k

File Edil Yiew Gu Coplurz Analyee  Stelislics  Telephony  Tudls  Help
AN PEARESE QAeraTL (EEFQAQARN @D %% O
Filtzr: | ipsrc==1011.0101 ~ Expression.. Clear Apply
Mo. Tire Destination Pretozel Info -
4 4.013611 10.11.0.85 TP deskshare > asa appl proto [SYN] Scq=0 Wir=65535 Len=0 MSS=1260 SACK_FCRM=1 |
6 1.014431 TCP deskshare > asa-appl-proto [ACK] Seq-1 Ack—1 Win-65535 Len—0
7 4_024807 10.11.0.85 Modbus query [ 1 pkt(s)]: trans: 5931; unit: 1, func: 2: pead mu'tiple reg
10 4058067 10.11.0.85 Madhis ¢ query [ 1 pkt(s)]: trans: 593?; unit: 1, fune: 1: read mu'tiple reg
13 4.091262 =L 1 3: Read multiple reg
16 4.113729 10.11.0.85 Modbus query [ 1 pkt(s)]: trans: 5934; unit: 1, func: 3: Read mu tiple reg
19 4.146933 10.11.0.85 Modbus guery [ 1 pkt(s)1: trans: 59335: unit: 1. func: 3: Read mu"tiple reg
22 4.180136 10.11.0.85 Modbus, query [ 1 pkt{s)]: trans: 5936; unit: 1, func: 3: rRead muTtiple req
25 4.213335 10.11.0.85 Modbus, guery [ 1 pkt{s)]: trans: 5937; unit: 1, func: 3: Read mu tiple reg
28 4.246536 10.11.0.85 Modbus, gquery [ 1 pkt{s)]: trans: 5933; unit: 1, func: 3: Read mu'tiple reg
31 4.269007 10.11.0.85 Modbus, query [ 1 pkt(s)]: trans: 5939; unit: 1, func: 3: Read mu'tiple reg
34 4.302202 10.11.0.85 Modbus, gquery [ 1 pkt(s)]: trans: 5940; unit: 1, func: 3: Read mu'tiple reg
37 4.335402 10.11.0.85 Modbus query | 1 pkt(s)]: trans: 5941; unit: 1, func: 3: Read mu'tiple reg
40 4. 3686US 10.11.0.85 Modbus;,  auerv [ 1 pkKt(s)1: trans: b5Y42: unit: 1. func: 3: Read muitionle rea ~
t [ [ r
® Frame 13: 66 bytes cn wire (528 kits), 56 bytes capturad (528 bits)
® Ethernet II, Src: AsustekC_e0:7d:d7 (00:1a:%2:eC:7d:d7), Dst: HostEngi_90:0C:ec (00:e0:62:20:00:ec)
@ Internet Protocol, Src: 10.11.0.101 (10.11.0.101), Dst: 10.11.0.85 (10.11.0.85)
w Iransmission control protocol, src port: deskshare (L702), DST POrT: asa-appl-proto (502), seq: 23, Ack: 59, Len: 12
= modbus /1Ce
Lrarsack jon ident il jer: 3233
protocol identifier: O
lergth: &
| unit fdentifier: 1
= Mocbus
function 2: Read multiple registers
reference numher: 0
word count: 10
0000 0D o0 62 50 00 cc 00 1a 92 cD 7d d7 (8 00 45 00
0010 02 34 fZ 2c 40 Q) 80 06 3 c7 Da Ob CO 65 0a b
0020 0D 35 06 a6 01 5 ff Oc cc 73 00 9 €4 bc 50 18
V030 FF Ch 29 19 00 U2 1/ 24d 0U U0 U0 Ub U1 U3 0D W0
0040 00 Da
@ Fils "Zhtemp\SuideManagecSw Lohes\Mod., | Packels 783 Displayed: 229 Marked: 0 Luad Lin e 1:00.033 | Prufiles Defaull

Some examples of Display filters:

ip.src == 10.11.0.101 (Shows only packets where 10.11.0.101 is the source device)

ip.addr == 10.11.0.101 (Shows only packets where 10.11.0.101 is the source or destination)
tcp (Shows only packets where TCP protocol is in the packet)

Other useful display filters for ADC products:

tcp.port==502 works for Modbus TCP

tcp.port==44818 works for EtherNet/IP

udp.port==2222 works for EtherNet/IP 1/O Messaging

udp.port==28784 for HOST Ethernet products (EBC100, ECOM100, EDRV, etc..)
udp.port==8888 works for Productivity3000 discovery

udp.port==9999 works for Productivity3000 software connection

tcp.port==9999 works for C-more Programming Software

tcp.port==25 for SMTP email, also typing in smtp works as well

tcp.port==21 for FTP
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tcp.port==11110 for C-more passthrough
tcp.port==80 for web servers
tcp.port==11102 for C-more remote access

To save a capture, simply click on File>Save As. There are a couple of choices you can make.
You can save only the data shown after the Display filter is applied or you can save all of the
captured data. You can also choose a range of Ethernet frames to save.

i ™
W e W
Save in: I | StideManaged Switches :_l = = B |
te MName - Date modified Type Size
| l‘h—_ﬁ' e ' '
| Recert Piaces ms ModbusCapl3August.pcap 8/7/2013 2:05 PM Wireshark capture.., 66 KB |
Ijesk'tc.p
Libranzs
A
Computer
=
L ¥
Network
File name: || _'_] Save I
Save as type: IWireshark;‘Tcpdump;"_.. -libpcap {*pcap * cap) ;! Cancel I
Help
— Packet Range
% Captured 1 Displayed
& Al packets 783 229
" Selected packst 1 i
 Marked ! L] 0
0 o
(1] i}
0 0
A

Also note that the PCAP file will ZIP very well. 1t will typically save to about 20% of the size of
the original file. Very good for emailing...
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Another setting that is used frequently is the Time Display format that is shown on the left hand
side in the Traffic view pane. Sometimes it is easier to view the time elapsed from the previous
packet and sometimes it is easier to view the time elapsed from the beginning of the capture to
more easily reference time between non-adjacent packets. To change this view, go to
View>Time Display Format and you will see the various selections there.

.
IS T e

File Edit View Go Capture Analyze Statistics Telephany Tools Help

B fgl @ v MeinToolbar Q:-ﬁ%@e\@ [~ . s |
| v Filter Toolbar -
Filter: o — ~ Expression.. Clear Apply
MNo. T v Statusbar n Protocol Info -
134 .85 modbus, query [ 1 pkr(s)]: trans: 5933; unit: 1, func: 3: rRead multiple reg=|
14 4 v Packet List .101 TCP asa-appl-proto > deskshare [Ack] seq=59 Ack=37 win=8180 Len=0
154 Packet Details .101 Modbus,response [ 1 pkt(s)]: trans: 5933; unjt: 1, func: 3: Read mu1tjp12 reg
16 4 . 85 Modbus, query [ 1 pkt(s)]: trans: 5934; unit: 1, func: 3: Read multiple reg
| EacketiByes .101 TCP asa-appl-proto > deskshare [ACK] Seq=88 Ack=49 Win=8180 Len=0
18 4 ; 34; unit: 1, func: 2: Read multiple reg
Time Display Format 4 Date and Time of Day: 1970-01-01 01:02:03.123456 Crl+Alt+1 L L
19 4 LD T ate and fime of Uay: oAl 35; unit: 1, func: 3: rRead multiple reg
204  NameResolution > Time of Day: 01:02:03123456 Cul+Alt+2 | seq=117 Ack=61 win=8180 Len=0
21 4 ¥ Colorize Packet List Seconds Since Epoch (1970-01-01): 1234567890.123456 Ctrl+Alt+3 §35; unit: 1, func: 3: Read multiple reg
EEE v Auto Scrollin Live Capture + Seconds Since Beginning of Capture: 123123456 fovpyyary 36; unit: 1, func: 3: Read multiple reg
23 4 Seq=146 Ack=73 Win=8180 Len=0
24 4 @ Zoom1n Ctris+ Seconds Since Previous Captured Packet: 1123456 CtrleAls5 )36 unit: 1, func: 3: Read multiple reg
25 4@ Zoom Qut Ctrls- Seconds Since Previous Displayed Packet: 1.123456 Cul+Alt+6 J37; unit: 1, func: 3: Read multiple reg
26 4 @ sea=175 Ack=85 win=8180 Len=0 =z
7 A Normal Size Crl+= |« Automatic (File Format Precision) o
Frame | [ Resize All Columns Shift= Ctrl+R Seconds: 0
Etherr| Displayed Celumns L4 Deciseconds: 0.1 0:ec)
Transnl Expand Subtrees Shift+Right Centiseconds: 012 : 61, Ack: 146, Len: 12
= modbus Expand All Ctrl+Right Milliseconds: 0123
trar  Collapse Al Crikll=t Microseconds: 0.123456
rot
?em Tl S v Nanoseconds: 0.123456789
urri T Cr=5pace | Bicplay Secands with hours and minutes Ctrle Alt=0
= mModl M Coloring Rules...
fu
re  Show Packet in New Window
wd (& Reload Ctrl+R

0000 00 e0 62 90 00 ec 00 1la 92 eD 7d d7 08 00 45 00
0010 00 34 f2 2f 40 00 80 06 f3 c4 0a Ob 00 65 Qa Ob
0020 00 55 06 a6 01 f6 ff Oc «cc 00 f9 85 13 50 18
0030 ff 6e 28 f2 00 00 17 30 00 00 00 06 01 03 Q0 00
0040 00 0a

=1

O File: "Z\temp\StrideManagedSwitches\Mod... | Packets: 783 Displayed: 783 Marked: 0 Load time: 0:00.016 Profile: Default

Technical
Assistance: If you have questions regarding this Application Note, please contact us at
770-844-4200 for further assistance.

Page 11 of 11



