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Using Wireshark to view/capture ethernet data 

 

Tools Needed: 

- PC with Wireshark installed (www.wireshark.org)  

- An Ethernet hub or a managed switch with “Port mirroring” capability  

Wireshark installation is fairly straight forward, but the full installation instructions can be found online 
at Wireshark User’s Guide.  Be sure to install the WinPcap when it prompts you to.  This is necessary to 
be able to capture the data. 

It is important to note that using either hubs or managed switches with port mirroring will affect the 
network timing.   Port mirroring will affect the relative packet timing, so you will also not be able to trust 
the timing that you see in Wireshark for the packets coming from the port mirror.  The switch will 
typically queue up several mirrored packets before sending them out of the port to Wireshark.  Using a 
hub will force the devices to half duplex which will significantly affect the timing to all devices connected 
to the hub.  Wireshark captures should only be used for logical flow analysis and packet coherency.  
They should not be used to troubleshoot network timing issues.  More complicated methods will have to 
be employed for this, such as using network taps or a PC with bridged network interfaces and using 
special software. 

Also note that if you are capturing data coming from or to the PC that is running Wireshark, you would 
not need a hub or special switch since the PC can already see the ethernet traffic.  This is useful if testing 
Modbus and using Modbus simulator tools such as Modbus Poll and Modbus Slave.  If you are capturing 
DirectSoft data, Lookout Direct or Kepware data, then you shouldn’t need a special switch or hub. 

An ethernet hub sends all traffic to all ports so no configuration is needed for hubs.  With most managed 
switches, setting up port mirroring is fairly simple.  All you are doing is telling the switch to take data 
coming from one port and to send it out another port (the ‘monitoring’ port that your PC running 
Wireshark is connected to).  The examples shown below are how you would accomplish this with our 
Stride Managed switches and our WAGO Lean Managed switches, respectively.  In the example below, 
you would plug the PC running Wireshark into Port 1 (the Monitor port) and then you would be able to 
see all of the traffic that is going in and out of Port 4.  Multiple ports could be enabled to be monitored, 
if the switch allows for multiple ports to be configured to mirror.  

http://www.wireshark.org/
https://www.wireshark.org/docs/wsug_html/
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Stride Managed Switch 

 

 

WAGO Lean Managed Switch 

 

  

https://support.automationdirect.com/techcontact.html
https://support.automationdirect.com/techcontact.html
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Instructions: 

Start Wireshark: 

 

 

When starting Wireshark, you will need to select the network adapter, as shown above, that contains 
the traffic that you are trying to monitor. 

  

https://support.automationdirect.com/techcontact.html
https://support.automationdirect.com/techcontact.html
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Click Capture, then select Options: 

 

 

 

This will bring up the Options screen with 3 tabs: 

• Input 
• Output 
• Options 

  

https://support.automationdirect.com/techcontact.html
https://support.automationdirect.com/techcontact.html
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Input Tab 

The input tab is where you select the interface or adapter where the data is coming from.   Enable 
promiscuous mode.  Capture filters can be useful when doing long captures.  You can select a specific IP 
address you care about by typing “host 192.168.1.30” and it will only save the data for those devices.  
Using capture filters can save tremendously on file size. 

 

Output Tab 

The output tab is where you select a location for the capture file to be saved.   Select pcap as the file 
format. 

 

https://support.automationdirect.com/techcontact.html
https://support.automationdirect.com/techcontact.html
https://www.wireshark.org/docs/wsug_html/#ChWorkDefineFilterSection
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Options Tab 

The options tab is where most of the options are.  For most Wireshark captures, the following options 
will be sufficient. 

 

 

You can then click Start when you are ready to start the capture. 

  

https://support.automationdirect.com/techcontact.html
https://support.automationdirect.com/techcontact.html
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As Wireshark is capturing data, you will see the packets scrolling up the screen.  Once Wireshark has run 
long enough for you to capture the event you are needing, you can stop the Capture by clicking on the 
red square icon.  The file will automatically be saved in the location specified in the output tab. 

 

 

 

 

Note: The required duration of a Wireshark capture will vary from case to case.  The capture 
session needs to last as long as required to capture the issue that you are interested in.  
Stopping the capture shortly after the event occurs will keep the file size smaller. 

https://support.automationdirect.com/techcontact.html
https://support.automationdirect.com/techcontact.html

