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C-More Email Setup

Before you get started, you will need to gather all necessary information to
connect to ISP/Email Provider to include:

e Authentication method required by ISP (SMTP AUTH, POP before SMTP,
SSL, TLS, STARTTLS, etc...)

SMTP server DNS/IP and port number

POP3 server DNS/IP (if necessary) and port #
Log on credentials

Domain name (IE... myemail@xxxxx.xxx)
Allowed email addresses for account

Email addresses to send to

There are three areas (steps) that you must configure:

e Configure Email Client
¢ Adding destination email addresses to Address Book
e Create an email event in the Event Manager
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Confiqure Email Client

Once you have gathered the information required by the ISP/Email provider, In
the C-More software, go to the “Setup >> Panel Network” and click on the
“‘Email Client” tab. Fill in out the appropriate fields with your information.

| |[EE] an Email Client
| — EAS-TECL-R is not support this function.
| D Panel Name Server Configuration
| El Ethernet Port Email Client Protocol: | SMTP - Authenticated ~
: j} FTP Service Mail Address (Sender): | |
| Send Mail Server (SMTF): |srntp.gmai|.com |
| Email Client
| = Port No. (SMTF): 587 +
| Em:‘-'\fEbSETVET
| 2 Encryption
| \v_pg Remote Access et . . .
| IS5 This Server Requires encryption
(® TLS (typically port no. 587) Use STARTTLS

(O SSL (typically port no. 465)

Authentication

Account: | |

Password: | ,,,,,,,,,,,,,,,,, |

Ganod | [ i
L

Technical Assistance: If you have questions regarding this Application Note, please contact Technical
Support for further assistance.
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NOTE: In order to use DNS names for the SMTP and POP servers, C-More
must be able to reach a DNS server and the IP address must be known for
these servers. If this is not possible, IP addresses can be entered in the SMTP
and POP server fields. To enter DNS IP addresses, go to the DNS Server area
in the “Setup >> Panel Network >> Ethernet Port” page.

|2

| Al Ethernet Port

| — EAS-TECL-R is no# ~:=oort this function.

| D Panel Name Built4n Ethemet Port EA-ECOM g:;

| Ethernet Fort Security Security

| 0 [] Account Setting to access the Panel 0 [] Account Setting to access the Panel

| Z4FTP Service

| Username: Username:
Email Client

| Password: Password:

|| @ vieb Server

;ingteAms

Save setting to Project (Built-in Ethernet Port)

(O Obtain Address From DHCP
(® Use the following IP Address

IP Address: |

Subnet Mask: [255.255.00

Default Gateway: |

DNS Server

Obtain DNS server address automatically

(®) Use the following DNS server addresses

Preferred DNS server: |S.E.E.E

Alternate DNS server: | 8844

Enable IP address to be changed from software

Note

DNS Server
MyPC g =

[] Save setting to Project (EA-ECOM)

Obtain Address From DHCP

Use the following IF Address
IP Address:
Subnet Mask:
Use the

Default Gateway:

Built-in Ethernet Port setting.

[+] Enable IP add to be changed from soft

1. My Panel request DNS server
for My PC’s IP Address.

Concel

Help

Technical Assistance: If you have questions regarding this Application Note, please contact Technical
Support for further assistance.
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DNS Servers

e DNS stands for Domain Name Servers. It is the function that converts
your names of devices such as an email server or a website like
Google.com into an IP address that your device can use to send
messages.

e If you do not know or are unable to use DNS and you don’t know the IP
addresses of the SMTP and POP Servers, this can be found easily by
bringing up a DOS command window on a PC with Internet access.

o Use the PING command to find your server. For example: “ping
pop.emailprovider.com” or “ping smtp.emailprovider.com”. You will
then see the public IP addresses of these server to enter in the
fields of the “Email Client” tab of the “Touch Panel Network”.

Here is an example of PINGing a DNS name to find the public IP address.

v C:AWINDOWSAsystem 3 2\cmd.exe
C:%\>ping google.com

Pinging google.com [74.125.140.1011 with 32 bytes of data:

14.125.140.1081: bytes=32 time=6ms TTL=47
14.125.140.101; bytes=32 time=6bms TTL=47
14.125.140.101: bytes=32 time=6ms TTL=47
T4.125.140.101: butes=32 time=6ms TTL=47

Ping statistics for 74.125.140.101:

Packets: Sent = 4, Received = &, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 6ms, Maximum = 6ms, Average = 6ms

C:y>

Note that it places the IP address in brackets after the DNS name. In this case,
we PINGed “google.com”. You would simply enter in the provided DNS name
for your SMTP or POP server in place of “google.com”.

Technical Assistance: If you have questions regarding this Application Note, please contact Technical
Support for further assistance.
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Adding Destination email addresses to Address Book

Now that you have configured the email setup for C-More, you must enter in
destination email addresses. To do this, go to “Database >> Address Book”
as shown below. Enter a name and email address. You can enter multiple
email addresses if needed.

B Address Book ] X Add Mail
Mail Address  FTP Server Mail Address Setting
= Name
| = = | B cow | [#3 e = .
@ 5 =3¢ ? (@) Static John Doe N
Add Edit  Delete #l Faste Bxport Filter
() Tag Name
Ma, 2‘ Name Byte Swap  Mail Address Byte Swap  Language
Mail Address
(@) Static JohnDoe @gmal.com|
() Tag Name
Language of Send Message: Language 1 ~
i Cancel Help
E-mail Address Count : 0
oK Cancel Help
B Address Book m} *
Mail Address  FTP Server
r By Copy Import =
5 = | N d
Add Edt  Delete | B Paste B Filter
Mo ;¢ Mame Byte Swap  Mail Address Byte Swap  Language
1 John Doe MNAA JohnDoe@gmail com MNAA Language 1

E-mail Address Count : 1

Cancel Help

Technical Assistance: If you have questions regarding this Application Note, please contact Technical
Support for further assistance.
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Create Email Event in Event Manager

To create the email event, go to “Database >> Event Manager”, and add an
event. Select “Add Action” and choose the “Mail” action.

Select the tag needed to trigger the email event. It can be a bit on/off,
value in/outside a range, etc.

Select one or multiple email addresses that you created in the Address
book.

¢ Add email Subject and Message

B Event Edit X B 4dd Action
< —] > Sequence & 2
Enable This Event Ewvent N 4 Event No:
[+#] Enable This Even ent Name: | ent No: | ] =
Event Type
Bl —
: | Sound B Masil Message Box
B s @) @) S
@ ]
Tag Mame: | |ALARM OCCURED ol (R Screen s | F TP Server prwc
sgieme | Ta‘:‘ Change L | net configured Vi'h

No. of Tags: 1 w ik . .

ON Outside Range ~ Min: |0 - -

e — [t | [B] S [ eackion

OFF Max: [65535

Close Help
Mail
Send Address Lauguage: Language 1 o
£ John Doe Subject: | Emor Occured
Message: |There is a problem
F 9 4
o Add Action... 4= ©
Close Help

Technical Assistance: If you have questions regarding this Application Note, please contact Technical
Support for further assistance.
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Other Items to Consider

Default Gateway

Probably one of the most common mistakes made when setting up C-More to
send email (or to be accessible on the Internet) is not having a default Gateway.
C-More cannot respond to nor target an IP address that is not on its subnet
without the Gateway (which a public IP address WILL be). The C-More “Default
Gateway” IP address is the IP address of the router.

B Panel Network O x
Al El Ethernet Port ”
[ Pane! Name Buitin Bhemet Port [ EAECOM fgl
EI Ethernet Port Security Security
e [] Account Setting to access the Panel e [] Account Setting to access the Panel
X4 FTP Service
Username: Username:
Email Client
Password: Password:
@ \Web Server
Q"g Remote Access Save setting to Project (Built-in Ethernet Port) [[] Save setting to Project (EA-ECOM)
() Obtain Address From DHCP Obtain Address From DHCP
(@ Use the following P Address Use the following |P Address
IP Address: |152.‘IEE.1.‘ID‘I | IP Address:
Subnet Mask: |255.255.255.0 | Subnet Mask:
" o, Usethe
Default Gatewzy: |152_‘|EE_1_‘| | | Default Gateway: g in Ethernet Port setting.
DNS Server
[] Enable IP address to be changed from software
Obtain ONS server address automatically
(®) Use the following DNS server addresses
Preferred DNS server: |E.E.E.E»
Alternate DNS server: |S.S.4.4|
[] Enable IP address to be changed from software
Maote
1. My Panel request DNS server
DNS Server .
oty for My PC's IP Address.
MyPC P Y v
Cancel Help

Technical Assistance: If you have questions regarding this Application Note, please contact Technical
Support for further assistance.
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Error Codes

There are a couple of error codes that can help narrow down whether the
problem is the destination email address or a problem in the email server setup.

Email

RTE-041 E-mail Connection Error %Addresss 2041 An incorreq SMTP address has been entered into the Touch Panel
Metwork dialog screen.
RTE-042 Send E-mail Error %Addresst 2042 Anincorrect email address has been entered into the Address Book.

Another tool that can help is Wireshark (https://www.wireshark.org). Many
times, people can troubleshoot the problem themselves since SMTP is a well-
known protocol that is dissected well in readable terms in the Wireshark
software.

UTF-8 with SMS/Email

Some people have seen a situation where they were using SMS (text
messaging) or particular email servers that do not support UTF-8 in the Subject
line. This will result in some strange characters being displayed on the end
device.

Everything is changing over to supporting UTF-8 so this problem will be seen
less over time.

Technical Assistance: If you have questions regarding this Application Note, please contact Technical
Support for further assistance.
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Sending Email Account Security Settings
(Allow Less Secure Apps)

Some email providers have additional security settings that will allow apps
created by that company to accept emails. Check with your email provider to
see what is required to let other devices (like C-More or other AutomationDirect
PLCs) generate emails.

For Google’s Gmail settings, please see KB-MISC-002

For Yahoo's Mail settings, please see KB-MISC-003

Technical Assistance: If you have questions regarding this Application Note, please contact Technical
Support for further assistance.
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