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Product Family: C-More EA9 Software Number: KB-EA-001
Subject: EA9 Software communications issues Date Issued: March 31, 2021
with Win 10
Problem:

Installed C-More EA9 software but cannot connect to the panel using USB or Ethernet.

Answer:

When installing the EA9 software, you need to disable the virus/security/firewall settings on your
computer. Those software packages can prevent the C-More software from being installed correctly. The
installer must create folders, change Windows Registry Entries, etc., and if the PC is locked down with
virus/security/firewall software, the installer cannot do its job correctly, and the installation will not be
correct. Make sure those are disabled when installing the EA9 software. If you did not do that originally,
that might be an issue.

To test the EA9 software installation, go to Windows Device Manager. Plug in a USB programming cable to
the EA9 panel and you should see "C-More EA9" show up under "Network Adapters". If it shows up, then
you know that the driver is loaded, your cable is good, and the panel is responding. It should be under
"Network Adapters". If it shows up someplace else, then it is not correct.
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If it does not show up in “Network Adapters”, then you might have to reinstall the software, or at least the
USB driver. The latest software and driver downloads can be found at
https://www.automationdirect.com/support/software-downloads. Even if you ultimately want to use the
ethernet connection, using the USB connection will test the software/driver installation.

The next step is to check and see if Windows is blocking the communications. The Windows Defender
Firewall settings is for both USB and Ethernet communications. There are two methods for changing the
Defender Firewall settings. Method 1 should work, but if it does not, you will need to use Method 2.

Note: You might need your IT department to change these settings, depending on your Windows security
settings.

Method 1: Windows Defender Firewall (Non-Advanced Settings)

1. Open Windows Control Panel and select “Windows Defender Firewall”
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2. Select “Allow an app or feature....”

ﬂ Control PanelAll Control Panel tems\Windows Defender Firewall - [m] x
4 ﬂ » Control Panel » All Control Panel ltems » Windows Defender FlrewaH- w| & Search Control Panel y
Control Panel Home Help protect your PC with Windows Defender Firewall
Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC
Allow an app or feature through the Internet or a network.
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3. Next, select “Change Settings” button
@ Control Panel\All Control Panel ltems\Windows Defender Firewall\Allowed apps - O X
« v 4 @@ » Control Panel > All Control Panel ltems » Windows Defender Firewall » Allowed apps ~ ©| | Search Control Panel »

Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? GChaﬂge settings -

Allowed apps and features:
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4. Scroll down the list and look for “C-More Programming Software Application”. If the C-More
selection is *not* there, you will need to add it. If the C-More selection is there, jump to Step 9.

ﬂ Control Panel\All Contrel Panel ltems\Windows Defender Firewall\Allowed apps - O

« v ﬂ » Control Panel » All Control Panel ltems » Windows Defender Firewall » Allowed apps v O Search Control Panel 2

Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? GChagge settings

Allowed apps and features:

Name Private  Public *
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Details... Remove
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oK Cancel
“" ”
5. Select “Allow another app” button
@ Allowed apps - O X
« « 4 @ > Control Panel > All Control Panel ltems > Windows Defender Firewall > Allowed apps v|@| | Search Control Panel P
Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.
What are the risks of allowing an app to communicate? & Change settings
@ For your security, some settings are managed by your system administrator.
Allowed apps and features:
Mame Domain  Private  Public  Group Policy *
[ 3D Viewer No
O a Something [m] No
[ Adobe Photoshop Express: Image Editor, Adjustm... No
ILioyn Router m] No
B4 App Installer No
O 8ranchCache - Content Retrieval (Uses HTTP) [m] [m] [m] No
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[ BranchCache - Hosted Cache Server (Uses HTTPS) m] m] m] No
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¥ Code Writer No R4
Details.. Remove
Allow another app...
oK Cancel
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6. Select “Browse”

Add an app X

Select the app you want to add, or dick Browse to find one that is not
listed, and then dick OK.

Apps:

Path: Browse... h

What are the risks of unblocking an app?

‘You can choose which network types to add this app to.

MNetwork types... Cancel

7. Navigate to your C-More installation folder, under “C:\Program Files(x86)\AutomationDirect\C-
More_EA9 V6_?” (Yours may be slightly different if you have previous V6 installations). Select
“EA-PGM.exe” file. Then click “Open”.
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8. You should now have “C-More Programming Software Application” showing. Click the “Add”

button.

Add an app *

Select the app you want to add, or dick Browse to find one that is not
listed, and then dick OK.

Apps:

.C—more Programming Software Application

Path: | C:\Program Files {xBG}I\AummaﬁonDirett‘l,Cﬂnl E Browse. .. i

What are the risks of unblocking an app?

‘You can choose which network types to add this app to.

Metwork types... ‘ Add Cancel

9. Select the check box for the C-More application, “Private”, and “Public” selections.

@ Control Panel\All Control Panel ltems\Windows Defender Firewall\Allowed apps

Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? E;Chaﬂge settings

Allowed apps and features:

Name Private  Public
[ BranchCache - Hosted Cache Server (Uses HTTPS)
[ BranchCache - Peer Discovery (Uses WD)
Captive Portal Flow

[¥] Cast to Device functionality

C-more Programming Software Application
Connect

Connected Devices Platform

Core Metworking

Cortana

Delivery Optimization

Desktop App Web Viewer

DiagTrack

<
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Details...
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Allow another app...

OK Cancel

- O x

« v 4 @@ » Control Panel > All Control Panel ltems > Windows Defender Firewall > Allowed apps v D Search Control Panel -]
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Method 2: Windows Defender Firewall (Advanced Settings)

1. Open Windows Control Panel and select “Windows Defender Firewall”

All Contrel Panel Items - ] X
> v 4 » Control Panel » All Control Panel ltems » v <] 2 Search Control Panel
Adjust your computer's settings View by: Small icons =
25 Administrative Tools [5g AutoPlay W Backup and Restore (Windows 7) 9 BitLocker Drive Encryption
L3 Color Management Credential Manager £ Date and Time '3‘ Default Programs
& Device Manager a Devices and Printers @ Ease of Access Center File Explorer Options
£ File History Flash Player (32-bit) A Fonts & Indexing Options
Internet Options Keyboard B Mail (Microsoft Outlook) (32-bit) @ Mouse
S Network and Sharing Center f Pen and Touch =] Phone and Modem 3 Power Options
[ Programs and Features @ Recovery & Region 5 RemoteApp and Desktop Connections
P Security and Maintenance i Sound @ Speech Recognition & Storage Spaces
& Sync Center & system B Tablet PC Settings [l Teskbar and Navigation
[ Troubleshooting 82, User Accounts I ﬁwindows Defender Firewall - I @Wmdows Mobility Center
5 Windows To Ge [ Work Folders

2. Select “Advanced settings”

@ Control PanelAll Cantrol Panel tems\Windows Defender Firewall - [m]
1 @@ » ControlPanel > All Control Panel ltems > Windows Defender FirewaH- « & | Search Control Panel )
Contral Panel Hame Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Defender
Firewall . ¢
l ° Private networks Not connecte:
9 Change netification settings
& Turn Windows Defender . o Guest or public networks Connected ()

Firewall on or off
& Restore defaults Networks in public places such as airports or coffee shops

Ad d setti
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Troubleshoot my network
Incoming connections: Block all connections to apps that are not on the list

of allowed apps

Active public networks: None
Netification state: Netify me when Windows Defender Firewall blocks a
new app

See alse
Security and Maintenance

Netwerk and Sharing Center
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3. Select “Inbound Rules" and make sure that "C-More Programming Software" shows up on the list
and there is a “Yes” under "Enabled" and “Action” is "Allowed".

W Windews Defender Fireveall with Adeanced Seeusty - o x
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- . . - -

If C-More is not on the list, you will need to add a new rule. Again, you might need your IT department
to change the settings, depending on your Windows security settings.

The Windows Defender Firewall settings is for both USB and Ethernet communications. Once the Windows

Defender settings are enabled, you should be able to use the USB or Ethernet connection to the C-More
EA9 panel.

If the Window’s Defender settings do not work in your instance, you will need to contact your local IT
professional. There could be other virus/security/firewall software packages running on your PC that can
cause the C-More EA9 software to not be able to communicate with the panel.
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