APPLICATION NOTE
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Product Family: Do-More Number: AN-DM-001

Subject: Do-More email setup and functionality ~ Daté Issued: 10-3-2013

Revision:

Do-more Email functionality

¢ What it can do and what it can’'t do
® Setting up the email function

®  Other configuration items necessary for email to function
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at it can and can’'t do...

SMTP Setver IP Address

Authentication

" Disabled
f* ALTH LOGIN
" ALTH PLAIN

" POP before SMTP

Account Information

Device Marme:

SMTP Server Park:

Timeouk:

‘From' Email Address:

@DEmaill Configuration Notes:

Defaulk SMTP Part number is 25, This narmally

: | 255 205 s a2B5 DM3 Lookup... should not need to be changed.
35 "From' Email Address is limited to 128 characters,

For LoGIM and PLAIN authentication, the

lmi 4 account information is For the SMTP account.

EECOHLE For POP before SMTP, it it for the POP3
SCCouUnt,

| myemail@automationdirect . com Defaulk POP3 port is 110, This normally should

not need ko be changed.

The Authentication Username is limited to 64
characters,

The Authentication Password is limited to 19
characters,

Username: |

accounk_name

Password; |

sskkkokokk ok

oK | Cancel |

Do-more can do SMTP, SMTP Authenticated and POP3 before

SMTP Authentication.

Do-more CANNOT do SSL or STARTTLS.
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Other caveats...

® A Do-more CPU with a built-in Ethernet port is required. (Cannot use
an ECOM)

®  The specific port numbers entered must be determined by the email
provider.

°

POP3 before SMTP Authentication is supported however... the
ISP/Email provider must use the same IP address for the SMTP server
and POP3 server. They are not separate fields in Do-more.
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Who do we work with?

Any email server that supports SMTP, SMTP Authentication or POP3
before SMTP Authentication.

AuthSMTP.com. Going through a service like this allows any other
email server to work. (GMAIL is in this camp)

Steps to Configure Email

® Gatherall necessary information to connect to ISP/Email Provider to
include:

— Authentication method required by ISP (SMTP AUTH, POP
before SMTP, SSL, etc...)

— SMTP server IP/DNS and port number
— POP server IP/DNS and port number

— Log on credentials

— Domain name (IE... myemail@XxXXX.XXX)
— Allowed email addresses for account

— Email addresses to send to
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Steps to Configure Email

Server Config

=

Configuration Entries
CPU Configuration
=1-1/0 Canfiguration
=1 DL20S Local 1/ Master
DL20S Base
Madule Configuration(s)
Device Configuration
10 Mappings
Memory Configuration

x|

Device Configuration
Devices are pre-configured intetfaces that provids program access to system resources. Most Do-ors Instruictions operate on Image reglster memory,
although certain high-level instructions use devices,
Certain devicas are craated by the system automatically, and slthough listed hers, canniot be craated, sdited, o deleted hers,
Device Name | Type | Corfiguration | Heap 1tem | MewDevice
@0MLogger Do-mare Logger Mo configuration required A
@ECOM_003 ECOM Module Mo configuration required s
@IntEthemet Internal Ethermet R fick = 100, RY/WH Cind = 1000, RE/WY Retries...  NjA
@IntModTCPClisnt  Modbus TCP Client Timeout = 1000, Retries = 2 Hin
@IntSerial Internal Serial (Setup only)  115200/8/1/Nane IntSerialServer g
@LocallOMaster 10 Master Mo configuration required LocalloMaster
@SERIO_000_A SERIO Serial Port 115200081 Mone $SERIO_D00_A,
@SERIO 000 B SERIO Serial Port 115200081 Mone $SERIO_000_B
@SERIO_000_C SERLO Serial Port 115200/3(1fMone $5ERIO_000_C
@UserLog User Log Mo configuration required i
oK ‘ Cancel ‘ Help |

Go to the System Configuration screen, click on “Device Configuration” on

the left hand side.

Click on the “New Device” button on the right hand side.
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Server Config

Available Devices: [~ Device Descripkion —

Modbus TCP Client | The SMTP Client device defines a connection o an EMail server,
SMTP Client (EMail) | and is available only if the PLC has an internal Ekhernet part,
TCP Client

TCP Server | SMTP Client devices are used by the EMAIL inskruction ko specify
UDP Connection | the target SMTP server, port, and authentication parameters,

[6]:4 Cancel

Choose “SMTP Client (Email)” and click Ok.
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Steps to Configure Email
Server Config (Ladder method)

Fv__ VTS L:si
Device Mame; | @Emaill Configuration Motes:

Default SMTP Port number is 25. This normally

SMTP Server IP Address: | 255 ., 255 . 255 . 255 DNS Lookup. .. should not need to be changed.
SMTP Server Park: | 25 'From' Email &ddress is limited o 125 charackers,

For LOGIM and PLAIN authentication, the
: ) ,307 4 account information is for the SMTP account.
Sl BECERES Far POP beFore SMTP, it it For the POP3

account,

Fram’ Email Address: | myemail@automationdirect. com Default POP3 port is 110, This normally should
not need ta be changed.

Authentication The Authentication Username is limited to 64
characters.

(" Disabled The Authentication Password is limited to 19
characters,
* AUTH LOGIN

" AUTH PLAIN

™ PoP before SMTP

Account Information

Username: |acc0unt_name

Password: | A

Ok | Cancel |

Fill in the information acquired from the ISP/Email provider in this
instruction.
If you want to use a DNS name for the Email server, leave the “SMTP
Server IP Address” as is and use the DNS Lookup instruction in ladder.
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Steps to Configure EMAIL

EMAIL Send EMail
SMTP Device |@Email1 -
¥ To  [johndoe@emailprovider.com 7
Ccc | |
™ Beo o | |
Subject  [Testfrom Do-more 7
[ Automatically insert space after each term
Message
Testing 1, 2, 3..." $Mow.Second e
On Success: & Setbit ¢ JMPto Stage [CO 7

On Error: & Sethit ¢ JMPto Stage  [CH 7

You just fill in the target email address, any CCs or BCCs you need, the
Subject and the Message Body. You can also embed variable data in the
Message Body.
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Steps to Configure Email

IxT=] 2] 5]
DNSLOOKUP Mame to [P Address
Device | @IntEthemnet ° -
Preferred DNS Server
* Fixed IP Address [205 152 . 37 . 23 9

" Variable IP Address | |

Get PC's DNS Server Settings |

Alternate DM3 Server

" Mo Alternate DNS Server
+ Fixed IP Address | 205 . 152
" Variable IP Address | |

°]

°]

. 150 . 23

Mame |"smtp.emailprovider.com"

IP Address Result [co
On Success:  Sethit © JMPtoStage  [Cg

On Error: & Sethit ¢ JMP to Stage |CS

°]

%

°]

MiFEEEE (5]
DEVWRITE Write Device Register
Device @Email1 o -
Write Register SMTF Server. IP Address (DWORD) j

Value [oo “
_ (ji
El| |IP sddress - I:I D I:
Element | otatus s
L Do -1574464710
L Do 162.039.147 058
3|
| 4]
5
- W
< ¥

Using DNS name for the Mail server requires 2 steps: the DNSLOOKUP
instruction (added to Do-more in version 1.1) and a DEVWRITE instruction.
The DNSLOOKUP finds the IP address for the DNS mail server name. The

DEVWRITE then plugs that IP address into the EMAIL setup. You can
view the IP address retrieved by the DNSLOOKUP instruction in Data
View. There is a selection to view the value in IP address format.
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Other items: Default Gateway

Setup Node and IP Address @
Module I | 2 =1
= IP Address: | 172 . 16 . 0O . &4

Hame: | Hz-DM13

Subnet Mask: | 255 255 . 0 . 0O

Description: -
ESCRPLION: | Do-more PLC! Gateway: | 7z . 16 . 0 . 1|

MOTE: For CPUs without an Ethernet port,
these fields aren't used For configuration, buk
are still available as variables in status memory
and can be used for identification,

Probably one of the most common mistakes made when setting up Do-
more to send email (or to be accessible on the Internet) is not specifying
the Gateway address. The Do-more CPU cannot respond to nor target an
IP address that is not on its subnet without the Gateway (which a public IP
address WILL be). The default gateway IP address is the IP address of the
router.

Other items: Error Bits/Codes

] 2] o

EMAIL Send EMail

SMTP Device |@Email1 |

¥ To ['johndoe@emailprovider.com” 7
Clee | |
[~ Bec | |

Subject |Testfrom Do-more”

[~ Automatically insert space after each term

Message

Testing 1, 2, 3..." $Now.Second @

On Success: * Sethit ¢ JMPto Stage  [CD 7
OnError: * Sethit ¢ JMPto Stage |C1 7
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@ s = CIm

Element ] Status ] Edits ~
MSG Connecting ta SMIP =erver... =
ERR Couldn't open TCP connection with specified device in EMAIL @0000007&

| A

:f Launchpad] ,’Project Browser #" Datal J

There are Success and Error bits in the EMAIL instruction to alert the
status of an email. To see more details about why an Error occurred when
sending an email, use the System Tag called, “ERR”. The System Tag
called, “MSG” will give information about which step in the emailing process
that Do-more is currently in.
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Other items: Detailed diagnostics

Do-more Logger, [Any address - Port 0x72712]

UDP Port: 0x7272 [V Display sending address O ahout
. e |
Accepting packets From: Any v Displary time " Hex

Max # of Records: 100 % ¥ Insert at top Pause | Save | Clear |
Address | Time | Message |
172.16.0.84 Port 29298(0x7272)  09/10/13 09:40:57.983  "SMTP disconnecked!”
172.16.0.84 Pork 29298(0x7272)  09/10/13 09:40:57.983  "221 pacmmtaS3 closing connection”
172,16.0.84 Port 2929a(0x7272)  09/10/13 0:40:57,983  "QUIT.."
172,16.0.84 Port 29298(0x7272)  09/10/13 0M40:57,983  "250 OK 53/61-14823-3612F225"
172,160,584 Port 29298(0x7272) 091013 020 40:55,5673  "Sending message,,."
172,160,584 Port 2029800x7272)  09/10/13 02040:55,873  "MIME-Version: 1.0.,Content-tvpe: textiplain; charset=U5-A5C11,,.."
172,16.,0,84 Pork 20298(0:7272)  09/10/13 09:40;55,873  "Message-ID: <0700090A02092837@172,16,0,.84>.."
172.16.0.84 Port 29298(0x7272)  09/10/13 0%:40:55.873  "Date: Tue, 10 Sep 2013 09:40:55 -0400.."
172.16.0.84 Pork 29298(0x7272)  09/10/13 09:40:55.873  "Subject: Test from Do-more. "
172.16.0.84 Port 29298(0x7272)  09/10{13 09:40:55.873  "To: johndoe@emailprovider.com..”
172.16.0.84 Port 29298(0x7272)  09/10/13 09:40:55.873  "From: myethail @ automationdive ct. com.."
172,16.0.84 Pork 29298(0x7272)  09/10/13 0%:40:55,6873  "354 continue, Finished with ", o™
172,16.0.84 Port 29298(0x7272)  09/10/13 09:40:55,795  "250 RCPT TO accepted”
172.16,0,84 Port 29295(0x7272)  09/10/13 09:40:53.76¢  "RCPT TO: <johndoe@emailprovider com= "
172,16.0.84 Pork 20298(0x7272)  09/10/13 02:40:53,764  "250 MAIL FROM accepted”
172,16.0,84 Port 29298(0x7272)  09/10/13 09:40:51.654  "MAIL FROM: <myemal@avtomationdirect.com=.."
172,16,0.84 Pork 20298(0x7272)  09/10/1309:40:51.654¢  "235 Authed, Goon.”
172.16.0.84 Pork 29295(0x7272)  09/10/13 09:40:51.576  "QzhzdGphbWUxNEw.."
172.16.0.84 Port 29298(0x7272)  09/10/13 09:40:51.576  "334 UGFzc3dwemda”
172.16.0.84 Port 29298(0x7272) 0910013 09:40:51.4958  "Y2hyakMNOb3BoZ: Jovk lvakMNadziuZHMOcmyhbSEuZRg=. "
172.16.0.84 Port 29298(0x7272)  09/10/13 09:40:51.498  "334 WxNlcmShbwUa"
172,16.0.84 Port 29298(0x7272)  09/10/13 09:40:51.498  "AUTH LOGIN.."
172,16.0.84 Port 29298(0x7272)  09/10/13 0%40:51,495  "250 ENHAMCEDSTATUSCODES"
172,16,0.84 Port 20298(0x7272)  09/10/13 0M40:51,495  "250-PIPELIMIMNG"
172,16,0.84 Pork 20208(0x7272)  09/10/13 0::40:51,495  "250-8BITMIME"
172,16.0.84 Pork 20298(0:7272)  09/10/13 09:40:51,495  "250-AUTH LOGIN PLAIN"
172.16.0.84 Port 2929800x7272) 09710013 09:40:51.498  "250-ALUTH=LOGIN PLAIN"
172.16.0.84 Porb 29298(0x7272)  09/10/13 09:40:51.495  "250-pacmmtaS3 says EHLO ko 123 45 56 78:23458"
172.16.0.84 Port 29298(0x7272)  09/10/13 09:40:51.420  "EHLO 172.16.0.84.."
172.16.0.84 Pork 29298(0x7272)  09/10/13 09040051420 “"220
172,16.0.84 Pork 29298(0x7272)  09/10/13 09:40:49,382  "SMTP connected!”
172,16.0.84 Pork 29298(0x72721 0971013 09:40:49,311  "Connecking ko SMTP server,,."

You can gather a great deal of info about the emailing process by enabling

Technical

a System Bit called, “$EnableMsgDump”.
Then run the Do-more Logger application (found in Launchpad
applications), to log the steps of the email process.

Assistance: If you have questions regarding this Application Note, please contact us at
770-844-4200 for further assistance.
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